
    

 

 

 

 

 

 

 

 

 

 

 

 

Worker Privacy Policy 
 

For Website Users 

 

 

 

 

 

 

 

 

 

Last Updated 
6th June 2026, v1.0



Worker Privacy Policy 

 

2 

 

Table of Contents 

 

Table of Contents 
1. SCOPE OF APPLICATION .................................................................................................................................... 3 
2. DETAILS OF THE NOTICE: WHAT PERSONAL DATA WE MAY COLLECT ............................................................. 3 
2.1 FROM WEBSITE USERS: ......................................................................................................................................... 3 
2.2 FROM APPLICANTS: .............................................................................................................................................. 3 
2.3 COLLECTION, USAGE, AND STORAGE OF PERSONAL DATA ..................................................................................... 4 
2.4 PROCESSING PURPOSES ......................................................................................................................................... 6 
2.5 DISCLOSURE TO THIRD PARTIES ............................................................................................................................ 7 
2.6 VERIFICATION OF DATA ........................................................................................................................................ 8 
2.6 MONITORING ........................................................................................................................................................ 8 
2.7 HOW WE SHARE DATA .......................................................................................................................................... 8 
2.8 YOUR CHOICES AND RIGHTS ................................................................................................................................. 8 
2.9 PERSONAL DATA RETENTION DURATION ............................................................................................................... 9 
3. UPDATES TO THIS PRIVACY NOTICE ................................................................................................................ 10 
4. CONTACT US .................................................................................................................................................. 10 

 



Worker Privacy Policy 

 

3 

 

Worker Privacy Policy 

1. Scope of Application 

This Privacy Notice applies to processing of personal data that is collected, which means 

information about an identifiable individual ("you"), that Tech Mahindra Limited, its 

affiliates and subsidiaries ("Company", "Activus Connect", "we" or "us") collect through our 

website ("Tool" or "website") about you as a visitor of the website, applicants or freelancers, 

(collectively "Applicants").  It also describes your data protection rights, including your right 

to object to certain processing carried out by Activus Connect.  More information about your 

rights and how to exercise them is set out in the Your Choices and Rights section below. 

For current or former employees, applicants, contractors, subcontractors, and employees of 

contractors or subcontractors (collectively referred to as "workers"), dependents, and 

beneficiaries, the applicable privacy notice is the Worker Privacy Notice. 

2. Details of the Notice: What Personal Data 

We May Collect 

2.1 From Website Users: 

Personal Information and communication information: Name, Address, Phone number, 

Email address, Job title, company, your request details. 

2.2 From Applicants: 

Personal Identification and communication information: 

▪ Personal Information: 

Name, Home Address, Phone number, Email address, Photo, Employee ID number. 

▪ Sensitive Personal Information: 
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Nationality, Social Security number, Driving License, Passport, Immigration status, 

and, where permitted by applicable legislation, for diversity and monitoring purposes, 

information concerning your gender, health, race, and ethnicity. 

▪ Application-related information: 

Curriculum Vitae (CV), cover letter, employment and education history, qualifications 

and skills, reference contact information, position preference, and background 

screening information. 

▪ Children's Data: 

We do not knowingly process personal data of children.  If we become aware that 

personal data of an individual under 18 years of age has been collected, we will take 

appropriate steps to delete such data and/or obtain verifiable consent of a parent or 

lawful guardian, as required under applicable law. 

2.3 Collection, Usage, and Storage of Personal 

Data 

▪ Collection of personal information for propagating business: 

From time to time, we may request the aforementioned Personal Information from you 

to process your job applications through our website and/or to obtain valuable feedback 

on your experience with our website.  In addition, we may use your personal 

information for other business purposes or to better serve you, such as informing you of 

new services, products, or alliances that could help your career or business.  Your 

posting of any such Personal Information is entirely at your discretion.  While you can 

visit our site without disclosing any Personal Information, applying or registering on 

our website requires some web pages to collect such information to complete certain 

functions.  These web pages may not be available to you if you decide not to reveal the 

requested information.  We will take reasonable steps to ensure that your Personal 

Information is accurate and complete. 
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Third parties, such as employers and companies worldwide, may access your Personal 

Information to verify your details and offer you appropriate employment or work 

through the website. 

▪ Collecting information for online surveys: 

At times, we conduct online surveys to understand our visitors' needs and profiles 

better.  When we conduct a survey, we will inform you of how we will use the 

information before you take it.  If you do not want to participate in the survey, you may 

refrain from contributing to it at your own discretion.  We may share survey 

participation requests based on our legitimate interest in improving our services, under 

specific circumstances, or with your consent. 

▪ Collecting domain information  

Our website may use a technology known as web beacons - sometimes called single-

pixel gifs - that allow this site to collect web log information.  A web beacon is a 

graphic on a web page or in an email message that tracks pages viewed or messages 

opened.  Web log information is gathered when you visit one of our websites by the 

computer that hosts our website (called a "webserver").  The webserver automatically 

recognizes some information, such as the date and time you visited our site, the pages 

you visited, the website you came from (to the extent you have given your consent), the 

type of browser you are using (e.g., Internet Explorer), the type of operating system you 

are using (e.g., Windows 11) and the domain name and address of your Internet service 

provider.  If you have given your consent, we may also include web beacons in 

promotional email messages to determine whether they have been opened. 

▪ Use of cookies 

To the extent you have given your consent, our website uses a technology called a 

"cookie".  A cookie is a piece of information that our web server sends to your 

computer (specifically to your browser's cache) when you access a website.  Then, 

when you return to our site, we will check whether you have one of our cookies on your 

computer.  Our cookies help provide additional functionality to the site and help us 
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analyze site usage more accurately.  For instance, our site may set a cookie in your 

browser that prevents you from having to remember and re-enter a password more than 

once during a visit. 

▪ IP address 

Our website uses Internet Protocol (IP) Addresses.  An IP Address is a number assigned 

to your computer by your Internet service provider so that you can access the Internet.  

Generally, an IP address changes each time you connect to the Internet (it is a 

"dynamic" address).  We use your IP address to report aggregate usage information and 

to help improve the website. 

You should be aware that this site is not intended for or designed to attract individuals 

under the age of 18. 

Areas of this Website that collect your information use industry-standard Secure 

Sockets Layer (SSL) encryption, reasonable security controls, and appropriate 

technical, physical, and organizational security controls are employed for the protection 

of data; 

In the event of a personal data breach, we will notify affected individuals and 

regulatory bodies, as required by applicable law, and provide relevant information on 

the nature of the breach and the steps taken to mitigate potential harm. 

However, to take advantage of this, your browser must support encryption (available in 

Chrome and Internet Explorer starting with release 3.0). 

2.4 Processing Purposes 

We process the data to ensure proper connection establishment, system security, and 

website improvement.  We process your Personal Information when necessary for a 

legitimate interest we pursue (when your data protection rights do not override these 

interests), as set out below. 
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▪ To identify you once you register on our website, and 

▪ To contact you and respond to your questions or requests; 

▪ To understand which parts of the website are visited and how frequently, and to 

provide access to desirable content based on your preferences. 

2.5 Disclosure to Third Parties 

To the extent permitted by law and to fulfill the purpose of this website, we may share your 

Personal Information with agents, contractors, or partners of the Company in connection 

with the services that these individuals or entities perform for or with the Company.  These 

agents, contractors, or partners are restricted from using this data for any purpose other 

than to provide services to the Company or for the collaboration in which they and the 

Company are engaged (for example, some of our products are developed and marketed 

through joint agreements with other companies).  We may, for example, provide your 

information to agents, contractors, or partners to host our databases, provide data 

processing services, or mail you information you requested.  You may remove yourself 

from any such list or notification at any time. 

The Company reserves the right to share your Personal Information to respond to duly 

authorized information requests of governmental authorities or where required by law, in 

exceptionally rare circumstances where national, state, or company security is at issue.  The 

Company reserves the right to share our entire database of visitors and customers with 

appropriate governmental authorities. 

We may also be required to disclose your Personal Information in the event of a legal 

investigation or any such other process where we are required to do so by applicable law, 

or where we have to establish our legal rights, or where disclosure is required to prevent or 

take action regarding illegal activities, suspected fraud, or situations involving potential 

threats to the physical safety of any person. 

To the extent permitted by law, we may also provide your information to a third party in 

connection with the sale, assignment, or other transfer of the business of this website to 
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which the information relates, in which case we will require any such buyer to agree to 

treat your Personal Information in accordance with this Privacy Policy. 

As a convenience to our visitors, this website may contain links to sites we believe offer 

useful information.  The policies and procedures we described here may not apply to those 

sites.  We suggest contacting those sites directly for information on their privacy, security, 

data collection, and distribution policies. 

2.6 Verification of Data 

To the extent permitted by law, it will be necessary for us to verify the details you have 

supplied (e.g., your identity, employment history, academic qualification, and professional 

credentials).  Such verification could be conducted through third-party service providers, 

who shall be bound by confidentiality and data protection obligations. 

2.7 Monitoring 

Where permitted by applicable law, Activus Connect reserves the right to monitor, 

intercept, access, and erase all information, material, data, and communications (including 

emails, telephonic conversations, and voicemail recordings) regarding the registration and 

further processing of your application through the website or Tool. 

2.8 How We Share Data 

We will share your personal data with other Tech Mahindra Group companies or third-

party companies, to the extent required for the work or work opportunity you are applying 

for, or for employment or assignments. 

If the Activus Connect business unit is sold or integrates with another business, in whole or 

in part, your details may be disclosed to our advisers and to the advisers of prospective 

purchasers.  They will be passed on to the new owners of the business. 

2.9 Your Choices and Rights 
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You have the right to ask Activus Connect for a copy of your personal data; to correct, 

delete, or restrict processing of your personal data; and to obtain the personal data you 

provide in a structured and machine-readable format.  In addition, you can object to the 

processing of personal data, in some circumstances (in particular, where we do not have to 

process the data to meet a contractual or legal requirement).  Where we have asked for your 

consent, you may withdraw consent at any time.  If you have asked Activus Connect to 

withdraw your consent to the processing of your data, this will not affect any processing 

that has already taken place. 

These rights may be limited, for example, if fulfilling your request would reveal another 

person's personal data, or if you ask us to delete information that we are required by law to 

keep or that we have a compelling legitimate interest in keeping.  If you have unresolved 

concerns, you have the right to file a complaint with the data protection authority. 

2.9 Personal Data Retention Duration 
Employees and contractors:  

We will retain your personal data only for as long as we need it for Activus Connect's 

business interest in accordance with applicable laws, to fulfill your registration and 

application process, and to perform services as you have opted for or to meet legal 

requirements, after which we will take steps to delete your personal data or hold it in a 

form that no longer identifies you. 

We will erase personal data when the purpose for which it was collected is no longer 

served and retention is not required by law, or upon withdrawal of consent or request for 

deletion, subject to applicable legal or contractual obligations. 

Applicants:  

If you are successful, we will retain your personal data only for as long as we need it for 

Activus Connect's interest in accordance with applicable law, for the recruitment process, 

and, once this process is finished, for an appropriate period to be able to deal with any legal 

claims linked to the application process.  If you become an Activus Connect employee, the 
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personal information you provide will be part of your employee file and may later be used 

to manage your employment relationship.  After your employment ends and the statutory 

retention period has expired, we will delete your personal data or anonymize it so it no 

longer identifies you.  

If you are not successful, we will retain your personal data to keep you in mind for future 

recruitment processes.  If you would prefer that we not keep your details on file, please let 

us know. 

3. Updates to this Privacy Notice 

This Privacy Policy may be updated periodically.  We encourage you to check this Privacy 

Policy periodically for updates, which are available here.  On some occasions, we may also 

actively advise you of specific data-handling activities or significant changes to this Privacy 

Policy, as required by applicable law. 

4. Contact Us 

The Data Controller for your personal data will be Activus Connect, through whom you are 

registering or applying for relevant work or employment positions. 

If you have any questions about this Privacy Policy or wish to contact us for any reason in 

relation to our personal data processing, please get in touch with us at: 

axsupport@ActivusConnect.com   

 

 

https://api.activusconnect.com/wp-content/uploads/2020/11/Privacy-Policy-5-10-19.pdf
mailto:axsupport@ActivusConnect.com

